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New York Times Headlines: “No business too small to be hacked”

❖ Rokenbok Education

❖ 7 employees

❖ Restructure Their Entire Business 

and IT System
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Key Findings

❖ Cyber risk - A Real and Growing Concern for SMEs

❖ SMEs: cyber risk management 

❖ SMEs vary by business sector



What is Cyber Risk for SMEs? 

❖ Operational Risk 

❖ Four Categories:

➢ Attacks on Physical Systems

➢ Authentication & Privilege Attacks

➢ Denial of Service

➢ Malicious Internet Content



The Perception V.S. The Reality

Perception

Too Insignificant

Large Businesses are more 
Targeted

Reality

HALF SMEs are Victims



The Perception V.S. The Reality

Perception Reality

Inadequate Resources

Less Time & Money Devoted

Have no data security policies

Applied Appropriate 

Security Protocols



The Reality Continuous - Business Impact

❖ 93% of SMEs that suffered a cyber breach have had an 

impact on their business

❖ 60% of SMEs will be out of business within 6 months of a 

cyber attack

❖ In General, Cyber Impact Cost Increased 238% from $8,700 

(2013) to $20,700 (2014)



The Reality Continuous - Business Impact

❖ Reputation Damage 

❖ Loss of Clients

❖ Ability to Operate

❖ Loss of Money/Savings



The Reality Continuous - Business Impact

❖ Time to Recover



Actions to Reduce Cyber Risk

❖ A Formal Password Policy 

➢ Weak Password

➢ Writing Down Instead of Memorizing

➢ Frequently Changed



Actions to Reduce Cyber Risk

❖ Providing Proper Training  to the Employees 

➢ 75%: Social Media Usage 

➢ Restriction on Internet Access

➢ Regulate usage of external equipments (e.g USB)



Actions to Reduce Cyber Risk

❖ Monitoring their IT Network 

➢ Store their data online

➢ Timely Actions

➢ Access



Actions to Reduce Cyber Risk

❖ Conduct IT system security test

➢ Operation security is up to date

❖ Establish a cyber incident response team/plan



Challenges for SMEs

❖ Complexity of Cyber Risk

➢ Difficult for SMEs to fully understand 



Challenges for SMEs

❖ Operational Risk 

❖ Four Categories:

➢ Attacks on Physical Systems

➢ Authentication and Privilege Attacks

➢ Denial of Service

➢ Malicious Internet Content



Challenges for SMEs

❖ SMEs Vary by Business Sector



Challenges for SMEs

❖ Countless Cybersecurity Options But No Guidance

➢ Antivirus Software

➢ Cybersecurity Consultants

➢ Cyber Insurance/ Broker



Cyber Insurance

   

Less than 3% of SMEs 
Have Cyber Insurance 

   

40% of Large Businesses 
Have Cyber Insurance 

SMEs Large Businesses



Cyber Insurance (First-Party Coverage)

❖ Physical Asset Damage

❖ Business Interruption

❖ State-Sponsored & 

Terrorists Cyber Attacks

❖ Theft

❖ Business Loss & Client Loss

❖ Recovery of Data & System

❖ Forensic Cost

❖ Response Cost



Cyber Insurance (Third-Party Coverage)

❖ Bodily Injury

❖ Third-Party Asset Damage

❖ Privacy Liability

❖ Reputational Liability

❖ Third-Party Privacy Liability

❖ Regulatory Fines & Penalties



Challenges for Insurance Carriers

❖ Need to be customized by business sector

❖ Need to be easily accessible with clearly defined benefits 

and coverage levels

❖ The underwriting process needs to be streamlined 

❖ Need to be affordable and comprehensive



Monitoring and Tracking Cyber Risk Costs

❖ Database

➢ Monitoring

➢ Update Frequently

➢ Predictive Model



Conclusion and Next Steps

❖ Cyber Risk is underestimated by SME owners

❖ Actions can be taken initially but individual SME cannot 

manage all of their cyber risk



Conclusion and Next Steps

❖ Cyber insurance for SMEs is not well-developed

❖ Cyber Insurance needs to be customized by needs

❖ Develop a monitoring and tracking process

❖ The Goldenson Center for Actuarial Research
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